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Question: 1

The NAS is configured to autogenerate an IP address pool of 30 subnets with a netmask of /30,
beginning at address 192.166.10.0. Which IP address is leased to the end-user host on the
second subnet?

A-192.166.10.4
B -192.166.10.5
C-192.166.10.6
D -192.166.10.7

Answer: C

Question: 2
Which derault administrator group has delete permissions?

A - admin

B - help-desk
C - add-edit
D - full-control

Answer: D

Question: 3
What is the result when the condition statement in a Cisco NAA check for required software
evaluates to false on a client machine?

A - The required software is automatically downloaded to the user device.

B - The required software is made available after the user is quarantined.

C - The user is put in the unauthenticated role and the software is considered missing.
D - The user is placed in the temporary role and the software is made available.

Answer: B

Question: 4
Which three components comprise a Cisco NAC Appliance solution? (Choose three.)

A - a NAC-enabled Cisco router

B - a Linux server for in-band or out-of-band network admission control

C - a Linux server for centralized management of network admission servers
D - a Cisco router to provide VPN services

E - a read-only client operating on an endpoint device

F - a NAC-enabled Cisco switch

Answer: B, C, E

Question: 5
Drag the default username from the left to the correct description on the right.



normal role

assigned to this role after vulnerabilities are found in
a network scan

blocked role

assigned to this rale when Cisco MAA end-user
policy requirements are not met

authenticated role

assigned to this role after a successiul login

quaranting role

rermediation rols

temporary role

Answer:

normal rale

quarantine role

blocked role

temporary role

authenticated role

naormal rale

quarantine role

rernediation role

temporary role

Question: 6

Drag each feature of a Cisco NAC Appliance solution from the left to its correct benefit on the

right.




willnerability assessment

has a web-based management console that can
manage several servers

authentication integration

provides access to OS patches and updates, virus
and spam filters, and endpoint security

traffic-filtering policies

scans for specific endpoint devices and roles, and
adjusts for required remediation

centralized management

supports Kerberos, LDAR, RADIUS, Active
Directory, Sfldent

supports role-based policies

remediation and repair

supports scanning of network-based operating
systems and non-PC networked devices

adaptable levels of enforcement

Answer:

vulnerability assessment

althentication Integration

centralized management

remediation and repair

traffic-filtering policies

adaptable levels of enforcement

centralized management

authentication integration

traffic-filtering policies.

remediationand repair

vulnerability assessment

adaptable levels of enforcement

Question: 7

When configuring the Cisco NAM to implement Cisco NAA requirement checking on client
machines, what is the next step after configuring checks and rules?

A - retrieve updates

B - require the use of the Cisco NAA
C - configure session timeout and traffic policies

D - map rules to requirement
E - configure requirements

Answer: E




